Encrypt-Decrypt_Contact_Database
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Security of user information has become an essential part at many instances in the application development

life cycle. Following code snippets perform some means of security features with Phonebook of user's phone.

¢ Contact Database is being encrypted here which results in non-readable form of contact items in the
Phonebook of user's phone.
¢ On the other side Contact Database is decrypted to get the readable content back.

Hearders Required:

#include <cntdb.h> // CContactDatabse,
#include <cntitem.h> //CContactItem,CContactItemFieldSet

Library required:
LIBRARY cntmodel.lib //CContactDatabse, CContactItem, CContactItemFieldSet
Capability Required:

Capability WriteDeviceData

Encrypt Contact Fields

void CEncryptContactContainer::EncryptAll ()

{
CContactD&tebaaetDB = CContactDatabase: :0penL();
CleanupfishtKcontactDB) ;

TContactIt&rzomntertDB) ;
TContactItemId aCentactId

//Developer can take Heap based descriptor for large/unknown size of contact items.
<70Bu&iVélue;

const CContactIdArray* contactArray = contactDB->SortedItemsL();
FEfohtentArray—->Count () ;

for (TInt i=0;i<cnt;i++)

{

* cofifantdtemeNiLL;

= contentBBt30pmnContactL ( (*contactArray) [i]);
: :Puchddnopfaaetktem) ;

CContatti&tdfBieldBSatactItem—>CardFields () ;
=FTietd8eeld6uonhtt); // This will give number of contact fields.

for (TInt index=0; index < fieldCount; index++)
{

& fieldCeonmtetdSeenindéd] ;
const CContentType& type = field.ContentType();
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if (! (type.ContainsFieldType (KUidContactFieldBirthday)))
{
= contactItem->CardFi&RPds() hamdex] .TextStorage () —>Text ();
Copy (name) ; aValue.
(avalue); // Call real enBmpryph here
->CardFields () [index] cBakaBtdremge () —>SetTextL (aValue) ;
}
} //Inner for loop ends here
->Commit6ohbatbB (*contactItem) ;
: :PopAadhaepBtragKkcontactItem) ;
} //Outer for loop ends here
CleanupbpandDestroy (contactDB) ;

void CEncryptContactContainer:: Encrypt (TDes& aValue)
{
for (TInt iCount=0; iCount< aValue.Length();iCount++)

{
[iCount]+=8Value
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void CEncryptContactContainer: :DecryptAll ()

{
CContactDatebhsetDB = CContactDatabase: :0penLl();
CleanupfshtKcontactDB) ;

TContactIt&rontertDB) ;
TContactItemId aCepntactId
<70BuéVélue;

const CContactIdArray* contactArray = contactDB->SortedItemsL();
EfohtentArray->Count () ;

for(TInt i=0;i<cnt;i++)
{
* cofifentatemeNNLL;

= contentBBtiOpmnContactL ( (*contactArray) [1]);
: :Pugh&d4oopBaetktem) ;

CContatti&tdfBieldSatactItem—>CardFields () ;
=TIetdSeeldGuonhtt); // This will give number of contact fields.

for (TInt index=0; index < fieldCount; index++)
{
& fieldCeofitetcdSeenindad] ;
const CContentType& type = field.ContentType();
if (! (type.ContainsFieldType (KUidContactFieldBirthday)))
{
= contactItem->CardFi&Pds() hamdex] .TextStorage () —>Text ();
Copy (name) ; aValue.
(avValue) ; Decrypt
->CardFields () [index] cBakaBtdremge () —>SetTextL (aValue) ;
}

} //Inner for loop ends here
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—->Commit6ohbatbB (*contactItem);
: :PopAadhaepBtragKkcontactItem) ;
} //Outer for loop ends here
CleanupbpandDestroy (contactDB) ;
}

void CEncryptContactContainer:: Decrypt (TDes& aValue)

{
for (TInt iCount=0; iCount< aValue.Length();iCount++)

{

[iCount]-=38Value
}
}

® Here simple encryption is used to give an idea. Developer can use more complex
Encyption-Decryption algorithms.
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